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Introduction

HPE Storage Plug-in for VMware vRealize Operations provides integrated and highly automated
performance, capacity, configuration compliance, and cost management tools to the vRealize Operations
Manager 6.2 Graphical User Interface (GUI). The software uses the vROps analytics engine to monitor
and analyze the availability, performance, health, capacity, and workload of the HPE 3PAR and HPE
StoreVirtual Storage Array environments (HPE Storage).

Six new dashboards for monitoring, troubleshooting, and viewing the performance of Hewlett Packard
Enterprise storage arrays are added to the vRealize Operations Manager 6.2 custom GUI.

* HPE 3PAR StoreServ Monitoring— dashboard to monitor 3PAR resources associated with a vCenter
environment. The attributes that can be monitored include: storage system health, capacity utilization,
and performance metrics. The analytics engine also allows for proactive monitoring of the 3PAR
environment and indicates the state of the resources within the storage system. The user can easily
configure to trigger and display an alert when a problem occurs by setting thresholds on the different
metrics. The analytics engine also provides for proactive prediction which can determine the point in
the future when a resource will reach a critical level.

* HPE 3PAR StoreServ Troubleshooting—dashboard to troubleshoot 3PAR storage systems. It
provides a way to correlate from the virtual environment to the storage environment and it provides
tools to drill down and identify problem resources within the storage system to solve load or capacity
issues.

» The HPE 3PAR StoreServ Performance—dashboard to view how well 3PAR storage systems
resources are being utilized and to help balance performance trends before they become issues.

« StoreVirtual Monitoring—dashboard to monitor StoreVirtual management groups associated with a
vCenter environment. The attributes that can be monitored include: storage system health, capacity
utilization, and system alerts. The analytics engine also enables proactive monitoring of the
StoreVirtual environment and displays the state of the resources within the storage system. If a
problem occurs, an alert is triggered and displayed. The analytics engine also provides for proactive
prediction which can determine the point in the future when a resource will reach a critical level.

« StoreVirtual Troubleshooting—dashboard to troubleshoot the StoreVirtual virtual machines. It
provides a way to correlate from the virtual environment to the storage environment and it provides
tools to drill down and identify problem resources within the storage system to solve load or capacity
issues.

» StoreVirtual Performance—dashboard to view how well the StoreVirtual resources are being utilized
and to help balance performance trends before they become issues.
More information

https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html
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Installing HPE Storage Plug-in for VMware
vRealize Operations

The HPE Storage Plug-in for VMware vRealize Operations can be installed with the Advanced and
Enterprise editions of vRealize Operations Manager 6.2 and later, but not the Standard edition. If you
have an HPE OneView for VMware vROps license, then the HPE Storage Plug-in for VMware vRealize

Operations can be installed with the standard edition also. HPE OneView customers are entitled to a free

upgrade from their existing vVROps Standard Edition to vROps Advanced Edition. However, the EULA
limits these customers to only installing HPE vROps integrations.

3

HPE Storage Plug-in 3.6.0 for VMware vRealize Operations supports VMware vROps 6.4 and later.

HPE Storage Plug-in 3.6.0 for VMware vRealize Operations supports upgrading from the previous
HPE Storage Plug-in 3.2.1 and later for VMware vRealize Operations.

Installing vApp

Prerequisites

Procedure

1. Install the vRealize Operations Manager virtual application.

2. Configure the vCenter server and expose the volumes that must be listed on the vVROPS Ul.
More information
https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html.

Procedure

Procedure

1. Download the HPE Storage Plug-in for VMware vRealize Operations from the following site: http://
www.hpe.com/support/softwaredepot

2. To obtain the PAK file, extract the downloaded zip file to a temporary folder.

3. To verify the digital signature with the PAK file, use a GnuPG utility (http://gpg4win.org/).

4. Log in to the vRealize Operations Manager user interface with administrator privileges.

5. In the left pane of the vRealize Operations Manager, click the Administration icon and then click
Solutions.

6. On the Solutions tab, click the plus sign, and perform the following steps:
a. Browse to locate the temporary folder.
b. Select the PAK file.
c. Click Upload and then click Next.

7. Read and accept the EULA, and then click Next.

6 Installing HPE Storage Plug-in for VMware vRealize Operations
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8.
9.

Click Finish.

Configure and add the Hewlett Packard Enterprise storage systems after the management pack is
deployed and verified.

Each 3PAR or StoreVirtual system that is configured will be of the type HPE Storage Adapter Instance.

It is possible to configure multiple Storage Adapter instances.
More information

vRealize Operations Manager Virtual Application Installation Guide at:https://www.vmware.com/
support/pubs/vrealize-operations-manager-pubs.htmli.

Configuring a storage system

Procedure

1.
2,

Log in to the vRealize Operations Manager user interface as an administrator.

In the left pane of the vRealize Operations Manager, click on the Administration icon and then click
Solutions.

On the Solutions tab, select HPE Storage Plug-in for VMware vRealize Operations solution and click

Configure.

In the Adapter Settings screen, add the following:

+ Display name —Enter a name for the adapter configuration. For example, Display name:
Bumblebee Instance.

» Description —(Optional) Enter a description for the adapter configuration.
» Auto Discovery —Set to true.

* Hostname/IP Address —The server name or IP Address of the 3PAR or StoreVirtual system.

NOTE: For StoreVirtual, use the Virtual IP Address (VIP) of the HPE StoreVirtual Cluster.

» CIM Port —The CIM port on the array.

NOTE: By default, the port number is 5989, but a different port may have been configured.

» Storage System Type —Select the type of storage system you are adding (3PAR StoreServ or
StoreVirtual).

* Report Physical Disks —To monitor the physical disks on the 3PAR array, set to true. By default,

the selection is set to false. When it is set to false, the information for the physical disks in the
environment will not be reported (not applicable if you are configuring StoreVirtual management

group).

» Credential —Click Add and enter the credentials for the 3PAR or StoreVirtual array that is being

configured.

For the 3PAR array, you can specify credentials that belong to any of these user accounts:

o  Browse

o Create

Installing HPE Storage Plug-in for VMware vRealize Operations

7


https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html
https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html

8

o Edit
o Service
o Super
5. To verify if the parameters are configured correctly, click Test Connection. If the parameters are
correct, the Review and Accept Certificate screen is displayed. This screen is the certificate for the

storage system you are configuring. After verifying the Certificate Thumbprint, click OK to use
credentials to connect to the storage system.

Review and Accept Certificate

The following untrusted cedificate was presented by the adapter:

Cedificate Thumbprint: ed9a56997 ed6228deTa536chhfE393fha0330549e

lssued to; CH=HF 3FAR InSery 400 1414110
lssued by ChI=HP 3PAR InSery V400 1414110
Expires: May b, 2017 10:24:28 AWM GMWT-07:00

[fyou trust this cerificate click Ok to use credentials to connect

1l Cancel

If Test Connection fails, see Configuration Troubleshooting on page 53.

6. Click Save Settings.

A completed configuration for an adapter instance is shown in HPE 3PAR resources reported metrics.

Installing HPE Storage Plug-in for VMware vRealize Operations



Manage Solution - HPE Storage Plug-in for VMware vRealize Operations ?

Adapter Type Description Instances Version Provided by Reset Default Content
HPE Storage Adapter HPE Storage Adapter 3 3.4.86 HPE
b3 Instance Settings
Instance Name 1 Array=251 .
Array-251
Array-252
Array-71.15 o i
HPE 3PAR StoreServ
15.212.192.251
2980
true
true
Disks
Cradential Cred-1 &+ /
TEST CONNECTION
W
» Advanced Settings
SAVE SETTINGS

CLOSE

Figure 1: Completed Add Adapter Instance screen

Configuring VMware vROps for Debug logging

Procedure

1.

Log in to vROps from the command prompt and navigate to: cd /usr/lib/vmware-vcops/user/
plugins/inbound/HPStorageAdapter/conf/

Create 1ogging.properties file and add the following:
* MaxFileSize =100 MB

* MaxBackupIndex =25

Navigate to: /usr/1lib/vmware-vcops/user/conf/collector.

Edit the 1og47.properties file and update the following fields:

» logd4j.appender.fileAppender.MaxFileSize = 100 MB
* logdj.appender.fileAppender.MaxBackuplndex = 25

Restart collector services using the command: service vmware-vcops restart collector.

Installing HPE Storage Plug-in for VMware vRealize Operations



NOTE: The log configuration steps are required only when the Debug logging is active. The steps are
recorded for monitoring purposes. This configuration which is important for troubleshooting depends on
the disk space and performance. After the issue is validated:

1. Delete the 1ogging.properties file.
2. Revert the log levels back to default in vROps.

3. Restart the collector service.

Notes

Object Types

The 3PAR StoreServ object type reported by the Storage Adapter are prefixed with HPE 3PAR StoreServ.
For example, HPE 3PAR StoreServ Array, HPE 3PAR StoreServ Array Controller, HPE 3PAR StoreServ
Disk Drive. Similarly, the StoreVirtual object types are prefixed with HPE StoreVirtual. For example,
StoreVirtual Cluster, etc.

Viewing Adapter Types

10

Procedure

1. In the vRealize Operations Manager, click Administration > Inventory Explorer.
2. Expand the Adapter Types list.
3. Click HPE Storage Adapter in the list.

The Storage Adapter resources appear in the List tab. This lists all the objects reported by the Storage
Adapter across different adapter instances.

Installing HPE Storage Plug-in for VMware vRealize Operations
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> ¥ HPE 3PAR StoreServ CPG ® vSphere World L * L ~
> % HPE 3PAR StoreServ Disk Drive
& VSAN World
> ® HPE 3PAR StoreServ Drive Cage = s ol o
> B HPE 3PAR StoreServ Fan @ VSAN Datastores ] 3 »
> ® HPE 3PAR StoreServ FC Port
> ® HPE 3PAR StoreServ ISCS! Port & VROPS - VC-202-214 L] » »
> |l HPE 3PAR StoreServ Storage System
# vRealizeOpsMgrAP| (vRealize Ope
> & HPE 3PAR StoreServ Volume - ¢ - » o
> & HPE Storage Adapter Instance & vRealize-Operations-Manager-Appliance-6.6.1-. [ ] » ]
» @ HPE Storage Systems
> | HPE StoreVirtual Cluster & vRealize-Operations-Manager-Appliance-6.6.1-. [ ] »
> B® HPE StoreVirtual Management Group Y yRealize O fions M W i 145
1 vRealize Operations Manager Watchdog-h
> * HPE StoreVirtual Node - ‘ - g - Ll o
> I HPE StoreVirtual Volume [ vRealize Operations Manager Suite API-M_145 - > »
> §¥ Hitp Post
> ’CPENAPI wh vVRealize Operations Manager Self Menitoring [ ] w »
> & vCenter Adapter 8 yRealize O i " orod W 145
1 vRe Era ager Product Ul-M
> (@ vCenter Python Actions Adapter 1 viealize Uperations Manager Frocuc - ] ] L
> ¥ VRBC Adapter [ vRealize Operations Manager Persistence-M_1._ [ ] * »
> [ vRealize Automation Adapter
> & vRealize Log Insight Adapter £2 vRealize Operations Manager Node-M_145 [ ] 1 »
> vRealize Operations Adapter o ) _ .
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JH = daptey edlize Cperations Manager Controller-M_145 [ ] & [ ] v

Figure 2: HPE Storage Adapter Type
Viewing Adapter Instances

Procedure

1. In the vRealize Operations Manager, click Administration > Inventory Explorer.
2. In the Inventory Explorer, expand Object Types.
3. Click on HPE Storage Adapter Instance.

Installing HPE Storage Plug-in for VMware vRealize Operations 11



vm vRealize Operations Manager 5 Alerts Environment

{_BACK v | < Environment Qverview ?
All Objects Custom Groups Custom Datacenters Applications Inventory
» g Container . . —
> g EP Ops Adapter oo i
~ ¥ HPE Storage Adapter Object Name 1 Health Risk Efficiency
> ® HPE 3PAR StoreServ Array Controller
> 8 HPE 3PAR StoreServ CPG - 0:0:0 L [ A
> == HPE 3PA§ StoreServ D|'?< Drive © 000 ™ & P
» ™ HPE 3PAR StoreServ Drive Cage
> B HPE 3PAR StoreServ Fan # 001 = e ™
> ® HPE 3PAR StoreServ FC Port
> # HPE 3PAR StoreServ iSCSI Port 002 @ | [
> [l HPE 3PAR StoreServ Storage System .
> @ HPE 3PAR StoreServ Volume 80100 - » v
~ & HPE Storage Adapter Instance - 010 - e ™
& 247
& 252 = 010 L » L]
> @ HPE Storage Systems ~
> @ HPE StoreVirtual Cluster Moz - » v
> E® HPE StoreVirtual Management Group - 020 - o ™
> [* HPE StoreVirtual Node
> @ HPE StoreVirtual Volume =030 [ ] L L]
> & Hitp Post
> ¥ OPENAPI o030 L - L
» 3 vCenter Adapter - 040 - o ™
> 5 vCenter Python Actions Adapter
> g vRBC Adapter w040 [ ] - [ ]
> B vRealize Automation Adapter » 041 - - .
» G vRealize Log Insight Adapter o
> vRealize Operations Adapter # 042 ™ - »
> ¥ vRealizeOpsMgrAP|
> B vSAN Adapter 043 [ ] - [ ] v

Figure 3: HPE Storage Adapter instance

Depending on how many Hewlett Packard Enterprise storage systems are configured, there may be more
than one Storage Adapter Instance.

The various Hewlett Packard Enterprise object types that are reported are shown under Object Types in
the list.

12 Installing HPE Storage Plug-in for VMware vRealize Operations



Resource metrics reported for HPE 3PAR StoreServ resources

Table 1: HPE 3PAR resources reported metrics

Resource Reported Metrics

3PAR StoreServ Array System Capacity
* Available Capacity (GB)

* Available Capacity (%)

+ Total Capacity (GB)

+ Used Capacity (GB)

» Compaction (Ratio)

» Deduplication (Ratio)

* Available FC Capacity (GB)

» Available NL Capacity (GB)

* Available SSD Capacity (GB)

System Health
State

System Performance
* Read Throughput (KBps)

* Read IOPS
+ Total Throughput (KBps)
» Total IOPS
»  Write Throughput (KBps)
+  Write IOPS

3PAR StoreServ Array Array Controller Health
Controller State

HPE 3PAR StoreServ CPG CPG Capacity
* Available Capacity (%)

» Total Capacity (GB)
» Used Capacity (%)
» Compaction (Ratio)
» Deduplication (Ratio)

CPG Health
State

Table Continued
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Resource

Reported Metrics

3PAR StoreServ Disk Drive

Disk Drive Health
State

Physical Disk Performance
+ Latency (ms)

* Average IO Size (KB)

* Read Throughput (KBps)
* Read IOPS

» Total Throughput (KBps)
+ Total IOPS

* Queue Depth

»  Write Throughput (KBps)
+  Write IOPS

HPE 3PAR StoreServ Drive
Cage

Drive Cage Health
State

HPE 3PAR StoreServ Fan

Fan Health
State

HPE 3PAR StoreServ FC Port

FC Port Health
State

FC Port Performance

» Latency (ms)

» Average |0 Size (KB)

* Read Throughput (KBps)
* Read IOPS

» Total Throughput (KBps)
+ Total IOPS

* Queue Depth

*  Write Throughput (KBps)
»  Write IOPS

Installing HPE Storage Plug-in for VMware vRealize Operations
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Resource

Reported Metrics

HPE 3PAR StoreServ iSCSI
Port

iSCSI Health
State

iSCSI Port Performance

Latency (ms)

Average 10 Size (KB)
Read Throughput (KBps)
Read IOPS

Total Throughput (KBps)
Total IOPS

Queue Depth

Write Throughput (KBps)
Write IOPS

HPE 3PAR StoreServ Storage
Volume

Volume Health
State

Volume Capacity

Total Capacity (GB)
Used Capacity (GB)
Used Capacity (%)
Compaction (Ratio)
Deduplication (Ratio)
FC Tier (%)

NL Tier (%)

SSD Tier (%)

Thin Provisioning Savings (%)

Volume Performance

Latency (ms)

Average 10 Size (KB)
Read Throughput (KBps)
Read IOPS

Total Throughput (KBps)
Total IOPS

Installing HPE Storage Plug-in for VMware vRealize Operations
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Resource Reported Metrics

* Queue Depth
» Write Throughput (KBps)
+  Write IOPS

16 Installing HPE Storage Plug-in for VMware vRealize Operations



Resource metrics reported for HPE StoreVirtual resources

Table 2: HPE StoreVirtual resources reported metrics

Resource Reported Metrics
StoreVirtual Management Management Group Capacity
Group

* Available Capacity (GB)
+ Total Capacity (GB)

» Used Capacity (GB)

» Used Capacity (%)

Management Group Health

State

StoreVirtual Cluster Cluster Capacity
* Available Capacity (GB)
» Total Capacity (GB)
» Used Capacity (GB)
» Used Capacity (%)

Cluster Health
State

Cluster Performance

* Read Throughput (KBps)
* Read IOPS

* Read Latency (ms)

» Total Throughput (KBps)
+ Total IOPS

* Queue Depth

»  Write Throughput (KBps)
»  Write IOPS

» Write Latency (ms)

Table Continued

Installing HPE Storage Plug-in for VMware vRealize Operations 17



Resource Reported Metrics

StoreVirtual Node Node Capacity

NOTE: Failover managers are Available Capacity (GB)
shown wherever StoreVirtual . Total Capacity (GB)
Nodes are shown because _

they are treated as a node. * Used Capacity (GB)
However, no metrics are . Yo
reported against them. Used Capacity (%)

Node Health
State

Node Performance

* Read Throughput (KBps)
* Read IOPS

* Read Latency (ms)

» Total Throughput (KBps)
+ Total IOPS

* Queue Depth

*  Write Throughput (KBps)
»  Write IOPS

»  Write Latency (ms)

StoreVirtual Volume Volume Capacity
» Available Capacity (GB)
» Total Capacity (GB)
» Used Capacity (GB)
» Used Capacity (%)

Volume Health

State
Volume Performance

* Read Throughput (KBps)
* Read IOPS

* Read Latency (ms)

» Total Throughput (KBps)
+ Total IOPS

18 |Installing HPE Storage Plug-in for VMware vRealize Operations



Resource Reported Metrics

* Queue Depth
» Write Throughput (KBps)
+  Write IOPS

»  Write Latency (ms)

Installing HPE Storage Plug-in for VMware vRealize Operations 19



Inventory Trees

The Inventory Trees section of the Environment Overview provides a hierarchical view of the objects in
the storage systems. The HPE Storage Inventory Tree lists all of the Storage systems that have been
configured, and the All Objects Inventory Tree lists all of the objects that are configured within vROps.

Viewing the configured systems

Procedure

1. For Storage, select Environment > Inventory Trees > HPE Storage.

2. For All Objects, select Environment > Inventory Trees > All Objects.

vmware vRealize Operations

Home 6 @ O 3 &

& Environment Overview

Object Search

Groups and Applications
,ﬂ Custom Groups

4§ Applications

b

Inventory Trees

= HFE Storage

(] Cperating Systems
|5 Remote Checks

= vRealize Operations Clusters

b L L

+» All Objects

Figure 4: Environment Overview

HPE Storage Inventory Tree

Clicking on the Storage Inventory Tree brings up a new pane on the left with the item
HP_Storage_Systems in it. To the right are the Health, Risk and Efficiency alert badges. If there is an alert
associated with an object, then those alerts will be displayed when that object is selected.
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Q_ Search

Envionment ~| o} € © = & g HPE_Storage_Systems | Actions ~ A ® | pefautPolicy |
Summary Alerts. Analysis Details Projects. Reports.
Health A Risk A Efficiency A A
Health Risk Efficiency
Immediate issues Future issues Optimization opportunities
Top Health Alerts EY Top Risk Alerts E Top Efficiency Alerts 2
No Health Issues: No Risk Issues No Efficiency Issues
Top Health Alerts For Descendants 3 Top Risk Alerts For Descendants 3 Top Efficiency Alerts For Descendants A
No Health Issues No Risk Issues No Efficiency Issues
v

Figure 5: HPE Storage Systems

Clicking on HP_Storage_Systems will expand the tree and list all of the Storage systems that have been
configured.

vimware vRealize Operations

Environment +| Y & @ & &

= HFE Storage -

B LicenseTest

Figure 6: HPE Storage Systems Expanded

Expanding an individual 3PAR StoreServ Storage System will list the following objects: drive cages, disk
drives, fans, array controllers, and ports. Additionally, when the specific storage system is selected its
alert badges are displayed as well.
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Il 1rontide ) L] wSphere Selution's Default Policy (1/13/15 6:16 pm)

Summary Alerts Analysis Troubleshooting Details Environment Projects Reports
Heaith A Risk A Efficiency %
Risk Efficiency
Future issues Optimization opportunities
Top Health Alerts £ Top Risk Alerts & Top Efficiency Alerts A
[T HPE 3PAR Storage System Health -Waming Alert
IronHide | 0 Recommendation(s)
No Recommendation Available No RiskIssues No Efficiency Issues

Figure 7: 3PAR StoreServ Inventory Tree

When an individual StoreVirtual Storage System is expanded the management group’s nodes are listed.

Home Dashboards Environment Administration
« w247 =~ @ [vSphere Solution's Default Policy (Feb 16, 2018 2:58:07 PM)
HPE Storage Summary Alerts All Metrics Events more
v g HP_Storage_Systems
> & 247 = Recommended Actions About Me
v % 252
~ flf CHIMERAO4 Me > Badge | Anomaly: 16
™ cageO Badge | 100
* cagel Health Status Badge: || & @ Compliance
™ cage? Badge | Efficiency: 100 %
™ cage3
# SGH549W49T-0 Bt»d:1~ | Efficiency ]
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Figure 8: HPE StoreVirtual Inventory Tree

All Objects Inventory Tree

When the All Objects Inventory Tree is selected (Environment > Inventory Trees > All Objects), a new
left pane is displayed showing all of the objects that have been configured in vROps.
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» (5] vCenter Adapter

[= @ vCenter Python Actions Adapter
[ 2 vRealize Operations Adapter

Figure 9: All Objects

Click on the triangle to the left of HPE Storage Adapter to expand it, and view all of the objects associated
with Storage Systems.
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Figure 10: All Objects HPE Storage Expanded

Expanding an individual object displays the names of the Storage System objects that have been
returned during the collection cycle.
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Figure 11: All Objects HPE Storage System Object Expanded
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Badges and Alerts

Customized Hewlett Packard Enterprise alerts are defined for the storage objects that affect the health
and risk badges. Alerts for each storage object are displayed when viewing the Summary page of an
object.

Multiple ways exist to navigate to the Summary page of a storage object. One way to view the Summary
page is to select the All Object Inventory Tree option (Environment > Inventory Trees > All Objects).

vmware vRealize Operations
Envionment ~| (i} € & 4

All Objects -

» ¥ Container

» & EP Ops Adapter

» & HPE Storage Adapter

» ¥ Hitp Post

» [/ vCenter Adapter

[= _,J vCenter Python Actions Adapter
[ 2 @ vRealize Operations Adapter

Figure 12: All Objects Inventory Tree

From the All Objects inventory tree window, expand HPE Storage Adapter which will display a list of the
available Storage objects types. Expanding an individual object type displays the names of the Storage
System objects that have been returned during the collection cycle. Selecting an individual object (for
example, a specific HPE 3PAR StoreServ Storage System) will display the Summary page for that object.
The Summary page displays the badges for Health, Risk, and Efficiency, and any alerts that are
associated with each badge. Custom Hewlett Packard Enterprise alerts have only been defined for the
Health and Risk Badges.
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Figure 13: 3PAR StoreServ Storage System Badges6

Health Badge Alerts

Critical and warning health alerts are defined for both the 3PAR StoreServ and the StoreVirtual storage

systems. The warning alert is triggered when the health state of an object is returned with value 75. The
critical alert is triggered when the health state of the object returns with value 25 or below.

Health State Numeric Value

Health State

100

Good

75

Warning

25

Critical

The following 3PAR StoreServ object types will generate health alerts:

» 3PAR StoreServ Array Controller
+ 3PAR StoreServ CPG

+ 3PAR StoreServ Disk Drive

+ 3PAR StoreServ Drive Cage

+ 3PAR StoreServ Fan

+ 3PAR StoreServ FC Port

+ 3PAR StoreServ iSCSI Port

» 3PAR StoreServ Storage System
+ 3PAR StoreServ Storage Volume

The following StoreVirtual object types will generate health alerts:

Badges and Alerts
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» StoreVirtual Cluster
» StoreVirtual Management Group
» StoreVirtual Node

e StoreVirtual Volume

Clicking on an alert displays a new page which provides more information as to what caused the alert to
be triggered.

vmware vRealize Operations Manager O Avout | Hep | admin -~ (CHESN

Alerts & 63 HPE 3PAR Drive Cage Health - Wamning Alert
Alert Details

| summary | impacted Object Symptoms  Timeline  Relationships  Metric Charts  Notes

BEase

8 HPE 3PAR Diive Cage Health -
Warning Alert

B cagen

HPE 3PAR Drive Cage Health - Warning Alert

l‘ HPE 3PAR Drive Gage health state is degraded

What is Causing the Issue 2 Alert Information

Object Name caged

» [\ cage0 has symptom HPE 3PAR Drive Cage Health Degraded Ny * 15=75

Alert Subtype: Availability
Status: o Active
Impact & Health

1 Warning
Start Time: 6/27116 7:15 PM

Update Time: 6/27/16 7:15 PM

I I Cancel Time: I
Figure 14: HPE 3PAR Health Warning Alert

Latency Health Alerts

Critical and warning latency health alerts are defined for both the 3PAR StoreServ and the StoreVirtual
Storage systems.

For 3PAR StoreServ, the latency warning health alert is triggered when the reported latency of an object
is greater than 25ms. The latency critical health alert is triggered when the reported latency of an object is
greater than 50ms.

For StoreVirtual Storage, the latency warning health alert is triggered when the reported latency of an
object is greater than 30ms. The latency critical health alert is triggered when the reported latency of an
object is greater than 60ms.

A latency health alert for a Storage System object will affect the health badge color of that object. A
warning latency health alert will show as yellow and critical latency health alert will turn the health badge
of the object to red.

NOTE: While a latency health alert changes the health badge color of a Storage object to yellow or red,
the health metric of that same object, which is collected from the storage array, may show as 100%.

3PAR StoreServ reported latency Alert
25 ms Warning
50 ms Critical
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StoreVirtual Storage reported latency Alert

30 ms Warning

60 ms Critical

The following 3PAR StoreServ object types will generate risk alerts:

+ 3PAR StoreServ Disk Drive

+ 3PAR StoreServ FC Port

+ 3PAR StoreServ iSCSI Port

» 3PAR StoreServ Storage Volume

The following StoreVirtual object types will generate risk alerts:

« StoreVirtual Cluster
« StoreVirtual Node

e StoreVirtual Volume

Risk Badge Alerts

Critical and warning risk alerts have been defined for both the 3PAR StoreServ and the StoreVirtual
Storage Systems. The warning alert is triggered when the reported used capacity percent of an object is
80% or greater. The critical alert is triggered when the used capacity percent of the object is 95% or

greater.
Used Capacity Percent Alert
80% Warning
95% Critical

The following 3PAR StoreServ object types will generate risk alerts:

+ 3PAR StoreServ CPG
» 3PAR StoreServ Storage System
+ 3PAR StoreServ Storage Volume

The following StoreVirtual object types will generate risk alerts:

» StoreVirtual Cluster
» StoreVirtual Management Group
+ StoreVirtual Node

e StoreVirtual Volume
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Editing Alerts

The alert definitions can be edited by going to the Alert Definitions page (Home > Content > Alert
Definitions).

are vRealize Operatio anag Abo elp | ad Q_search
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& Dasnboards s XE B S
- Al Fiters + | [Quick fiter (Name)
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Figure 15: Alert Definitions

Each alert is triggered by one or more symptoms, which can be edited on the Symptom Definitions page
(Home > Content > Symptom Definitions).
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Figure 16: Symptom Definitions
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Dashboard

The customized Hewlett Packard Enterprise dashboards are available from the Dashboard List > HPE
Storage menu in the vRealize Operations Manager home page. There are six dashboards available after
installation, three for 3PAR StoreServ and three for StoreVirtual. Once you open the dashboard from the
dashboard menu, they will appear as tabs in the vRealize Operations Manager custom GUI.

The dashboard consists of customized widgets with customized interactions and several standard
widgets.

To gain deeper visibility of the critical storage resources from within vRealize Operations Manager,
specific storage platform adapters are required. The HPE Storage Plug-in for VMware vRealize
Operations is a software adapter that extends vRealize Operations Manager functionality to support 3PAR
StoreServ and StoreVirtual storage systems. VMware administrators using HPE Storage Plug-in for
VMware vRealize Operations can visualize and analyze data from their Hewlett Packard Enterprise
storage array systems on standard and custom dashboards directly within vRealize Operations Manager
without the need to switch to another tool. The HPE Storage Plug-in for VMware vRealize Operations
provides customers using Hewlett Packard Enterprise storage with custom dashboards to gain deep
insights and visibility into the health, risk, and efficiency of performance of the storage infrastructure and
capacity capabilities.

If you are observing performance issues within the storage system, you can use the performance
dashboards to view volumes with high utilization. Using that information, you can use the troubleshooting
dashboards to view the details of the volumes to see which virtual machine on the volume has a high
utilization and then determine what the virtual machine is doing to cause the high utilization.

Hewlett Packard Enterprise storage information can be accessed from within VMware vRealize
Operations Manager in several ways based on the selected object in the user interface.

The dashboards help the user view detailed storage information on the selected objects in different ways:

* Monitoring Dashboards—Provides summary and detailed information about the Hewlett Packard
Enterprise storage systems in the VMware vSphere environment, including Hewlett Packard
Enterprise storage system health, capacity information, 50 Least Healthy Hewlett Packard Enterprise
storage resources, and Hewlett Packard Enterprise storage system alerts.

* Troubleshooting Dashboards—Provides summary and detailed information about virtual machines
and how they map to Hewlett Packard Enterprise storage volumes, pools/clusters, disks and ports.
The dashboard includes graphs for key performance metrics such as IOPS and bandwidth, which are
displayed in relation to the selected object of the VM to Storage Mapping widget.

* Performance Dashboards—Provides tools to view how well the storage system resources are being
utilized and to help balance performance trends before they become issues. The dashboard displays
graphs for top 5 Utilization Indexes of several capacity and performance metrics of the relevant
storage system resources. Selecting a row in one of the widgets and clicking the Resource Detail icon

( bt ) displays more detail about the resource.

The included Hewlett Packard Enterprise dashboards are provided as an easy way to quickly start
viewing common storage metrics that are key to monitoring and analyzing infrastructure health. You can
also utilize vRealize Operations Manager widgets to configure your own specialized views based on
Hewlett Packard Enterprise storage metrics.

Monitoring dashboards

There are two monitoring dashboards, one to monitor the 3PAR storage systems, and one to monitor the
StoreVirtual management groups. These dashboards incorporate the same set of customized widgets
and interactions to display information on the selected storage system or resource.
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@ IMPORTANT: To initialize the interactions of the dashboard, you first need to select a storage
system in the HPE 3PAR Storage Systems widget of HPE 3PAR StoreServ Monitoring
dashboard, or a management group in the HPE SV Management Groups widget of the HPE
StoreVirtual Monitoring dashboard.
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Figure 17: HPE Storage Monitoring dashboard for 3PAR StoreServ Storage Systems
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Figure 18: HPE Storage Monitoring dashboard for HPE StoreVirtual Storage Systems

HPE Storage Monitoring dashboard Interactions

The following interactions occur when you select a storage system in the HPE 3PAR Storage Systems
widget of HPE 3PAR StoreServ Monitoring dashboard, or a management group in the HPE SV
Management Groups widget of the HPE StoreVirtual Monitoring dashboard:

+ The HP STORAGE SYSTEM ALERTS widget updates to show alerts for the storage systems that are
configured in the environment. There are no alerts reported explicitly from the storage systems.
However, Customized Hewlett Packard Enterprise alerts have been defined for the Health and Risk
Badges (See Badges and Alerts on page 26), also the user can set hard thresholds on different
metrics reported by HPE Storage Plug-in for VMware vRealize Operations and when these thresholds
are violated, the alerts will be generated.

+ The HEAT MAP widget updates to show information about the selected configuration. When one of
the elements in the widget is selected, the METRICS widget will be updated to show the details of the
selected widget. The widget can display information about multiple object types. Select the appropriate
object type from the Configurations pull-down menu: Heat Maps available for HP 3PAR StoreServ
(Used Capacity (%) - 3PAR StoreServ CPG, Used Capacity (%) - 3PAR StoreServ Storage Volume,
Total IOPS - 3PAR StoreServ FC Port, Total IOPS - 3PAR StoreServ Disk Drive, Total IOPS - 3PAR
StoreServ Storage Volume, Total IOPS - 3PAR StoreServ Storage System).
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SV Volume).
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» The HEALTH widget updates to show the storage system health for the selected storage system.
When you select a resource (disk drive, fan, FC port, etc.) in this widget, the HEALTH STATUS widget
will be updated with health history information about the selected resource.

NOTE:

You will need to initially click a storage system , management group, or resource to update the widgets.

HPE 3PAR STORAGE SYSTEMS widget (HPE 3PAR StoreServ Monitoring
dashboard)

This widget shows the storage systems configured in the environment. Selecting a storage system in this
widget displays a heat map of the storage system in the HEAT MAP widget as well as a view of all of the
resources within the storage system in the HEALTH widget. The list can be sorted by column heading.
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+ Name - the name of the storage systems configured by the user.

» Health - the health of the storage systems as reported by the vROps analytics.
» Collection State - the state of the data collection of the storage systems.

+ Collection Status - the status of the data collection of the storage systems.

» Available Capacity (%)- the reported system capacity | percent free metric.

» Available FC Capacity (GB) - free Fibre Channel capacity in GB.

* Available NL Capacity (GB) - free Nearline capacity in GB.

+ Available SSD Capacity (GB) - free Solid State Drive capacity in GB.

STOREVIRTUAL MANAGEMENT GROUPS widget (HPE StoreVirtual
Monitoring dashboard)

This widget shows the management groups configured in the environment. Selecting a management

group in this widget displays a heat map of the group in the HEAT MAP widget as well as a view of all of

the resources within the group in the HEALTH widget. The list can be sorted by column heading.

HPE SV Management Groups

B ol |3 S+ Page Size: (50 |~
Mame Health ! Awailable Capacity (GB) Used Capacity (%) | Collection Status
100 30 a7 @

+ Name - the name of the management group configured by the user.
* Health - the health of the management group.

» Collection Status - the status of the data collection of the management group.

« Collection State - indicates whether vROps should be collecting data for this management group.

» Available Capacity (GB) - the reported system capacity in GB.

+ used Capacity (%) - percent used capacity.
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HEALTH widget

This widget shows a graphical representation of the health of the selected storage system as well as the
child and parent resources that belong to the selected storage system or management group. An icon is
shown for each resource and a colored box indicates the health status.

Double clicking an icon will bring that resource into focus and display a detailed health graphic in the
HEALTH STATUS widget below.
Health {Select Storage System Above) a2 72

v leage: (@ @ (@ B oAy aaBed

‘[]‘I
©

[ ITE_Limited_ré ITE._lirnilc-il_rEI

.r ﬂ ".-L
L
-
16LE07F2-0 Fan 0 1:1:1
= S B
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Storage Object icons

The resources are represented by icons in the dashboard. The following is a list of the icons and their
association with the resources.
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H

- 3PAR StoreServ Storage System

- 3PAR StoreServ Drive Cage

- 3PAR StoreServ Array Controller

- 3PAR StoreServ Disk Drive

- 3PAR StoreServ Fan

- 3PAR StoreServ FC Port or 3PAR StoreServ iSCSI Port
- 3PAR StoreServ CPG

- 3PAR StoreServ Storage Volume
iﬁl - StoreVirtual Cluster

e | - StoreVirtual Management Group

- StoreVirtual Node
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[l - StoreVirtual Volume

HEALTH STATUS widget

This widget shows a detailed representation of the health of the selected resource over time. The
resources are selected by clicking an icon in the HEALTH widget. The timeline and other parameters can

be changed using the Edit Widget button L

Health status (Select resource above) R

Sunstreaker

Last 7 day:

Page |1 of 1 | - Displaying 1 - 1 of 1

HEAT MAP widget for HPE 3PAR StoreServ Monitoring dashboard

This widget shows a heat map of the selected Configuration. The following configurations are available
for selection in the drop-down list for 3PAR StoreServ.

+ Used Capacity (%) - 3PAR StoreServ CPG

+ Used Capacity (%) - 3PAR StoreServ Storage Volume
+ Total IOPS - 3PAR StoreServ FC Port

+ Total IOPS - 3PAR StoreServ Disk Drive

+ Total IOPS - 3PAR StoreServ Storage Volume

+ Total IOPS - 3PAR StoreServ Storage System

The following graphic shows a sample heat map for Used Capacity (%) - 3PAR StoreServ Storage
Volume.

Used Capacity (%) - 3PAR StoreServ Storage Volume
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HEAT MAP widget for HPE StoreVirtual Monitoring dashboard

This widget shows a heat map of the selected Configuration. The following configurations are available
for selection in the drop-down list for StoreVirtual.

+ Used Capacity (%) - SV Cluster
» Used Capacity (%) - SV Node

* Used Capacity (%) - SV Volume
+ Total IOPS - SV Cluster

+ Total IOPS - SV Node

+ Total IOPS - SV Volume

The following graphics show a sample heat map for Total IOPs for SV Cluster object types.
Total IOPS - SV Cluster
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Heat Map (Select configuration from dropdown) |

=M~ | Configurations: | Total IOPS - 5% Cluster] |~|| =
cd-mg 1 Instance cd-mg5 Instance cd-mg2 Instance cd-mg3 Instance

0.1 1,093 55 2,147

HPE STORAGE SYSTEM ALERTS widget

This widget lists if there are any alerts for the storage systems and provides a convenient way to view and
manage alerts. When you double-click an alert in the ALERTS widget, the Alert Summary page appears
with details about the alert.

HPE SV Storage System Alerts

lF~BIBEIBITIO-IEABO 4L 2

Criticslity L Object Mame Object Type AlertImpsct | Type Duration Start Time Update Time
[h HPE StoreVirtual Management Gr...  Health Application Al...  04h:59m:33s - -
[h HPE StoreVirtual Cluster Risk Storage Alerts 3d:23h:30m:28s

[h HPE StoreVirtual Node Risk Storage Alerts 3d:23h:39m:238s

[h HPE StoreVirtual Node Risk Storage Alerts 3d:23h:30m:28s

[h HPE StoreVirtual Node Risk Storage Alerts 3d:23h:39m:238s

[h HPE StoreViriual Management Gr...  Risk Storage Alerts 3d:23h:30m:28s

METRICS widget

This widget shows a graph containing different metrics for the selected resource in the HEAT MAP
widget. By default, any of the 5 metrics is shown. The user can update this value in the global setting to
display 10 metrics if there are more than 5 metrics reported per resource. To view all metrics related to
that object, select the object in the heat map and click the show detail icon.
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METRICS (SELECT RESOURCE ABOVE)

NI B4

@|x

i (N EepEEvHEaE a@e clie e

@ 1TB_FC_RB: CPG Capacity | Available in percent

o4
®H-9216

92
20
=t}

=3
24
=

80 g 1-87.04

Oct 21
5:00 PM

Oct 25
11:24 PM

Oct 20
S48 AM

Mow 032
11:12 A

Mow 07
S:36 PM

@ 1TB_FC_RB: CPG Capacity | Utiization in percent

20 @H:12.96

18
16
14

@,,t@itax

Mow 12
12:00 AM

Mowv 16
a:24 AM

@,,t@itax_

Mow 20
12:48 PM

1z
10
2

5 ®L-7.84
Oct 21 Oct 25 Oct 20 Mow 032 Mow 07
S5:00 PM 11:24 PR 5248 AM 11:12 AM 536 PM

Mow 12
12:00 AM

Mowv 16 Mow 20
624 AM  12:48 FM ;l

50 LEAST HEALTHY HPE Storage System RESOURCES widget

This widget lists the 50 least healthy resources in the environment. The number and types of items
displayed can be modified by editing the widget. The user can get a quick overview of the status of the
environment from this widget depending on how many resources have a health score lower than 75.

HPE JPAR Storage System Hesources Health Scores = F9
| | F Top 50 Least Healthy
Hiealkin Soone Ciyeois

UV Py
(5] -
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Remote Copy alerts monitoring - Environment

Remote Copy Overview

HPE 3PAR Remote Copy software is a data replication solution for HPE 3PAR StoreServ Storage
systems. You can replicate data to remote locations which allows the protection and sharing of data.

Combining Remote Copy software with appropriate clustering technology, services, and processes can
serve as the foundation for a Disaster Recovery solution.

A Remote Copy group is a group of one or more virtual volumes that can be replicated to another system.
The virtual volumes in a Remote Copy group are connected. So, Remote Copy ensures that the data in
the virtual volumes within the group maintain write consistency. Remote Copy operations are performed
on the Remote Copy group rather than individual volumes.

For example, when you start or stop Remote Copy, operations are started and stopped for the whole
Remote Copy group.

For more detailed information, see HPE 3PAR Remote Copy Software User Guide and HPE 3PAR
Remote Copy Concepts Guide

Modes of Remote Copy replication

Remote Copy replicates data from RC groups on the primary system to RC groups on the secondary
system. There are different mode available for replication.

The replication modes for Remote Copy groups are:
Synchronous (sync):

In synchronous mode the RC groups stay synchronized as long as the replication links is up and
available. Data concurrency is higher when compared to async or asynchronous periodic mode. The
host write 1/0 response times may be higher than in asynchronous periodic or asynchronous mode.

Asynchronous streaming (Async):

In asynchronous streaming mode the RC groups replicate data to the secondary system constantly.
Data concurrency is higher than asynchronous periodic mode, but not as good as synchronous mode.

Asynchronous periodic (periodic):
In asynchronous periodic mode the RC groups resynchronize at specific time intervals using
snapshots. The Host I/O write response times is better compared to synchronous mode, but the data
is not always in sync.

Monitoring Remote Copy alerts

Data replication occurs between the RC groups in the primary and secondary data center. Alerts are
generated in the vRealize Operations Manager, when there is a hindrance in data replication due to:

+ Manual stopping of data transfer between the two Remote Copy groups.

» Disaster recovery.

You can monitor the alerts for each Remote Copy group in HPE Storage Adapter > HPE Remote Copy
Information.

42 Dashboard



Procedure

1. Log in to VMware vROps.

2. Click Solutions in the Administration tab and check the adapter status of VMware vSphere. The
Adapter Status has to display the status as Data receiving.

3. Scroll down and click HPE Storage Plug-in for VMware vRealize Operations in the Administration
tab. Verify that all the adapter instances are receiving data.

4. In the vRealize Operations Manager, click Environment > All Objects > HPE Storage Adapter >
HPE 3PAR Remote Copy Group Information. You can find the list Remote Copy groups in the
selected storage system.

vim vRealize Operations Manager Home

py Group Information

B groupo.s

== e Y
= groupsZ.ro9elo
B gp

= grpl.rs18591

= A

- R

== \AS

el WYY

== oo

e

= CEC rRIRRER
= SEC 518588

5. Click any of the Remote Copy groups available under HPE 3PAR Remote Copy Group Information.

The Environment tab displays Summary, Alerts, All metrics, Capacity, Compliance, Events, and
other options based on your selection.

6. Select the All Metrics option, expand the Remote Copy Group, and double click:
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» Logging minutes

» Stopped minutes

NOTE: You can select a Remote Copy group which displays stopped minutes data to appear in the
graph. Hover the mouse cursor on the rising edge of the graph to observe the stopped minutes details.

vm vRealize Operations Manager Home Dashboards Alerts Environment

<m0
mImplS

1 L 4 " Fl *MNm
4,208 /
Slopped minute

7. To view all the alerts generated for VMware vROps, click vRealize Operations Manager > Alerts. To
view the Remote Copy alerts, search using the keyword Remote in the Alerts tab.

NOTE: Intermittent alerts pointing to Remote Copy groups might appear in the Alerts tab. The alert
displays the message: Objects are not receiving data from adapter instance.

You can ignore the alert pointing to the Remote Copy groups. The same alert is canceled in the next
collection cycle.

A list of Remote Copy alerts appears in Actions panel.

8. Click any of the Remote Copy stopped alert. Then click View additional metrics (the page is
redirected to Environment > All Metrics).

<_sacx ~ “ @Al Alerts

Alarlaatinge v Lastweek @ HPE 3PAR Remole Copy Group St

44 Dashboard



Troubleshooting dashboards

The HPE 3PAR StoreServ Troubleshooting and HPE StoreVirtual Troubleshooting dashboards are
used to troubleshoot the storage system components.

The dashboards also provide summary information about VMs and how they map to Hewlett Packard
Enterprise storage volumes, pools/cluster, disks and ports. The dashboards include graphs for key
performance metrics, such as IOPS and Throughput, which are displayed in relation to the selected
object of the VM to Storage Mapping widget.

The dashboards incorporates customized widgets and interactions to display information on the selected
storage system or resource.

The following customized widgets are installed in both the HPE 3PAR StoreServ Troubleshooting and
HPE StoreVirtual Troubleshooting dashboards:

* VIRTUAL MACHINES

+ VM TO STORAGE MAPPING

« MAPPING DETAILS

+ METRIC SELECTOR

+ METRIC GRAPH

» | {1} Home Dashboard List ~ Actions

4| HPE 3PAR StoreServ Monitoring {y HPE 3PAR StoreServ Troubleshooting {y HPE 3PAR StoreServ Performance {} HPE P
Virtual Machines x &2 MAPPING DETAILS (Select resource from VM to Storage Map... & & ? ~
@~ J-’-' v | [@ 2 | § | Page Size: _50 |x] » =M v | Badge: & 5 @ '? 4 7T & g »
Name Identifier 4 Adapter Type Collecti
win_172_6 vCenter Adapter © o
vRealize WB 174_15 vCenter Adapter &
VSA126-01 vCenter Adapter © METRIC SELECTOR (Select resource from VM to Storage Ma... % ~ 2
V8A126-02 vCenter Adapter & W [ T f
g % & [Metrics - Q Filter
< >
Page (1 |of1 &  Displaying 1-100of 10 Lol
VM To Storage Mapping L

METRIC GRAPH (Select resource from VM to Storage Mapping) = # ?

Badge: stas: [l)[2@WE | p m oo » = —~ — g .
s ot bl oo FARL A By @ |2 @ C [1] B2

Virtual Machine (10 of 10) ~

Datastore (10f1)

HPE 3PAR StoreServ Storage System (10of 1)

-

Figure 19: 3PAR StoreServ Troubleshooting
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#» | 2} Home Dashboard List - Actions ~

4 y Performance = . HPE StoreVirtual Monitoring {, HPE StoreVirtual Troubleshooting ;, HPE StoreVirtual Performance
Virtual Machines % PR MAPPING DETAILS (Select resource from VM to Storage Map... 2 & 2 A
B v | B+ | ¥ |PageSize: |50 |~| » | _71. |Badee: (@] @ @ 32 o8 4G v 4 @& »
Name Identifier 3 dentifier 4 Adapter Type

vCenter Ada L

vCenter Ada

vCenter Ada

vCenter Ada
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Figure 20: HPE StoreVirtual Troubleshooting dashboard

@ IMPORTANT: Only FC mapped StoreVirtual volumes are listed on the troubleshooting dashboard.

HPE Storage Troubleshooting dashboard Interactions

The following interactions occur within a troubleshooting dashboard when you select a virtual machine in
the VIRTUAL MACHINES widget:

+ The VM TO STORAGE MAPPING widget will be updated with status information on the selected
virtual machine in the VIRTUAL MACHINES widget.

» Selecting a resource in the VM TO STORAGE MAPPING widget updates the Mapping Details widget
and also update the SELECTED RESOURCE METRIC GRAPH widget.

VIRTUAL MACHINES widget

This widget shows the virtual machines that are managed by the registered vCenter. When a virtual
machine is selected, the details appear in the VM TO STORAGE MAPPING widget.
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# 7

»

Yirtual Machines

v eplv | [ = | B+ | F | PerPage: | [ a Fiter - |
Name Identifier2  Identifier3 Adapter Type Collection State  Collection Status  Creation Time
t15-hlade3-vm2_d... wm-83 SF2ABFZ8-F4... wCenter Adapter = @ March 18, 2015 8:07:11,
tl15-hlade3-workh...  wm-104 SF2AQFZ8-F4... vwCenter Adapter = @ March 18, 2015 8:07:11,
t15-hlade3-vm1 wm-37 SF2ABF2B-F4... vCenter Adapter = @ January 15, 2015 7:38:4
t15-hlade3 vRops ... vm-64 SF2ABFZ8-F4... wCenter Adapter = @ January 15, 2015 7:38:4
< n >
Fage of 1 & Displaying 1 - 4 of 4

VM TO STORAGE MAPPING widget

This widget shows the virtual machine-to-storage mapping of the selected virtual machine in the
VIRTUAL MACHINES widget. This widget provides a correlation between the virtual machine and the

different storage resources attached to it.

The widget header contains selection buttons to view the resources by health, workload, or capacity. The
resources can also be filtered by selecting one of the STATUS FILTER buttons. When a resource is

selected, the mapping details are shown in the MAPPING DETAILS widget.

VM To Storage Mapping

x P9

Badge: | @ Status: |_||_||@||i||a| b MO0 ? | sot |

Virtual Machine (10 of 10)

Datastore (1 0f 1)

HPE 3PAR StoreServ Storage System (1 of 1)

HPE 3PAR StoreServ Array Controller {4 of 4)

MAPPING DETAILS widget

~

This widget shows a health tree for the selected resource in the VM TO STORAGE MAPPING widget.
The selected resource appears in the center of the graphic of the widget and related resources (treated
as parents and children) are shown above and below the resource. When a resource is selected, the
metrics for the resource are shown in the SELECTED RESOURCE METRIC GRAPH widget.
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MAPPING DETAILS {Select resource from VM to Storage Mapping)
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METRIC GRAPH (SELECT RESOURCE FROM VM TO STORAGE MAPPING)
widget

The metrics displayed in the screen are determined by the resource selected in the VM TO STORAGE
MAPPING widget (Virtual Machine, Datastore, 3PAR StoreServ Storage Volume, etc.).

METRIC GRAPH (Select resource from VM to Storage Mapping)
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METRIC SELECTOR (SELECT RESOURCE FROM VM TO STORAGE

MAPPING) widget

The metrics displayed in the screen are determined by the resource selected in the VM TO STORAGE
MAPPING widget. Double clicking on a metric here will show details in the Metric Graph widget below it.

METRIC SELECTOR. {Select resource from Y to Storage Mapping) 3 7
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vRealize Operations Generated

&
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Performance dashboards

There are two performance dashboards, one for 3PAR storage systems (HP 3PAR StoreServ
Performance) and one for StoreVirtual (HPE StoreVirtual Performance). These dashboards are used to
monitor the resources with the highest utilization across all storage systems. If the storage system is
experiencing performance issues, these dashboard are a good place to start looking for resources with
issues. There is no customized interaction between the widgets; however, the widgets are customized to
show specific metrics of object types within the storage system that are approaching critical performance
values.

If you double click an object in any of the widgets, you will go to the object’'s summary page.
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Each widget shows the Utilization Index (the value determined by the vROps analytics to indicate a
resource usage) and the Resource of the index. The utilization value of the resource is shown on each
horizontal bar. The lengths of the bars are relative to the longest bar in the widget.

Litilization Inde:x Resources
24.653 c2-blade1 2-% Cops-Yh1
5.0 c2-bladel 2-ds2
5.0 c2-hlade! 2-d=1
1.821 c2-blade1 2-% Cops-D3S

The following customized widgets are installed in the HP 3PAR StoreServ Performance dashboard:

» Total IOPS - Top 3PAR StoreServ Storage System
« Total Throughput (Kbps) - Top 3PAR StoreServ Storage System
+ Latency (ms) - Top FC Ports

» Total IOPS - Top FC Ports

» Total IOPS - Top Disk Drives

» Total Throughput - Top Disk Drives

* Latency (ms) - Top Disk Drives

» Total IOPS - Top iSCSI Ports

» Total IOPS - Top Volumes

* Used Capacity (%) - Top Volumes

+ Latency (ms) - Top Volumes

+ SSD Tier (%) - Top Volumes
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Figure 21: 3PAR StoreServ Performance dashboard

The following customized widgets are installed in the HPE StoreVirtual Performance dashboard:

+ Used Capacity (%) - Top Volumes

» Total IOPS - Top Volumes

* Read Latency (ms) - Top Volumes

* Used Capacity (%) - Top Nodes

» Total IOPS - Top Nodes

* Read Latency (ms) - Top Nodes

» Used Capacity (%) - Top Clusters

» Total IOPS - Top Clusters

* Read Latency (ms) - Top Clusters

* Used Capacity (%) - Top Management Groups
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Figure 22: HPE StoreVirtual Performance dashboard

NOTE: The interactions on the Storage Performance dashboard have not been customized.

HPE 3PAR StoreServ Performance dashboard widgets

The following is a list of some of the widgets shown under 3PAR StoreServ Performance dashboard:

Used Capacity (%) - Top Volumes widget

This widget shows the five volumes with high utilization. The Volume Capacity - Capacity Utilization in
percent metric is used to determine the Utilization Index which can be used to rebalance the workload to

resources with a lower index.

Used Capacity (%) - Top Yolumes
LiadN -0

Utilization Index

30.833

27.5

12

12

6.667

R 7

Top 5 Highest WHilization
Objects
c16-b¥ _sunst_vol_G0g
c15-hlade3-vm1-05
c158-blade3-vocops
148 _h3_sunst_dedup_240
c15-hlade3-VROps-6.0
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IOPS -TOP-5 FC PORTS widget

This widget shows the five ports with high input/output operations per second. The FC Port Performance -
IOPS metric is used to determine the Utilization Index which can be used to rebalance the workload to
resources with a lower index.

Total I'OP5 - Top FC ports b 7
i | 2| F Top 5 Highest Utilization
Wilization Index Objects

935,017 01:2

J09.167 121

208.25 1:2:2

262 321

257 667 322
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Troubleshooting

Configuration Troubleshooting

When adding an HPE 3PAR array during configuration, testing the connection fails.
This situation can occur when the CIM service is not started on the array.

To verify that the CIM service is running on the storage system:
Procedure

1. Open an SSH session to the storage system and run the showcim command. The output should
indicate the state of the service as Active
bwi4lg_Stgl_ 3par =200 002 cli% showcim
-Service- -State—-— --S5LP- - ELPPort- -HITE- - HITPPort- -HITPE- -HITPSPort-
Enabled Inactive Enzkbled 427 Enzkbled SSE8 Enzkbled 3225

bwi4lg_Stgl_ 3par 200 002 cli%

Figure 23: SHOWCIM command output

2. If the State is inactive, you can activate it by running startcim command. After about 5 minutes, run
the showcim command to check the status of the CIM service. If it is still Inactive, you can issue
stopcim command followed by startcim command.

NOTE: For HPE 3PAR OS 3.2.1 MU1, try restarting the CIM service (cimstop and cimstart) on the
3PAR, wait a couple minutes, and then retry adding the 3PAR array. There is a well-known issue in
3.2.1 MU1 where the CIM service reports that it is running but is actually in a hung state. This is
always the case on 3.2.1 MU1 after upgrading or restarting the system.

3. Make sure you have correctly selected the “Storage System Type”. Select HP 3PAR StoreServ if you
are configuring a 3PAR storage system or select HPE StoreVirtual if you are configuring a
StoreVirtual system.

4. Verify vROps VM has access to the network on which the Hewlett Packard Enterprise storage system
exists. Make sure you are able to ping the storage system from the vROps system.

5. The HPE Storage Plug-in for VMware vRealize Operations uses both SSH (port 22) and SMIs (port
5989) to retrieve metrics from the 3PAR array and only SMIS to retrieve metrics from the StoreVirtual
management group. Ensure these ports are not blocked by the firewall.

General Troubleshooting

Known troubleshooting information can help you diagnose and correct problems with the Storage
Adapter. Log files contain valuable information about adapter instance operation.

Troubleshooting an HPE Storage Adapter Instance
To diagnose and correct problems with a Storage Adapter instance, do the following:
Procedure

1. To view the collection status and collection state for the adapter instance resource on the GUI:
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a. Select Administration > Solutions on the left pane.
b. Select the Solutions tab on the right pane.
c. Click on HPE Storage Plug-in for VMware vRealize Operations solution.

2. Check the adapter and collector log files for errors. You can view Storage Adapter errors in the adapter
and collector log files.

To View the Storage Adapter logs from the custom GUI, do the following:

a. Log in to the vRealize Operations Manager user interface.
b. Click Administration tab, and then select Support > Logs.
In the Logs list, expand the COLLECTOR folder.

o

d. Double click HPE Storage Adapter_##.log file in the list to view the log.

The content of the log file appears in the Log Content area.

NOTE: The log file for storage systems is identified by adding the storage system ID to the end of the
log file. For instance, HPE Storage Adapter_ 38 .log identifies a log file for a storage system with 1D
38.
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Support and Other Resources

Accessing Hewlett Packard Enterprise Support

» For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website:

www.hpe.com/assistance

» To access documentation and support services, go to the Hewlett Packard Enterprise Support Center
website:

www.hpe.com/support/hpesc

Information to collect

» Technical support registration number (if applicable)
¢ Product name, model or version, and serial number
» Operating system name and version

* Firmware version

* Error messages

» Product-specific reports and logs

* Add-on products or components

» Third-party products or components

Accessing updates

+ Some software products provide a mechanism for accessing software updates through the product
interface. Review your product documentation to identify the recommended software update method.

» To download product updates, go to either of the following:

o Hewlett Packard Enterprise Support Center Get connected with updates page:

www.hpe.com/support/e-updates

o Updates location:

http://www.hpe.com/downloads/software

» To view and update your entitlements, and to link your contracts and warranties with your profile, go to
the Hewlett Packard Enterprise Support Center More Information on Access to Support Materials

page:
www.hpe.com/support/AccessToSupportMaterials
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IMPORTANT: Access to some updates might require product entittement when accessed
through the Hewlett Packard Enterprise Support Center. You must have an HP Passport set up

with relevant entitlements.

HPE 3PAR documentation

For information about:

See:

Supported hardware and software platforms

The Single Point of Connectivity Knowledge for
HPE Storage Products (SPOCK) website:

http://www.hpe.com/storage/spock

Locating 3PAR documents

The HPE 3PAR StoreServ Storage site:

http://www.hpe.com/info/3par

To access 3PAR documents, click the Support
link for your product.

HPE 3PAR storage system software

Storage concepts and terminology

HPE 3PAR StoreServ Storage Concepts Guide

Using the HPE 3PAR Management Console (GUI) to
configure and administer 3PAR storage systems

HPE 3PAR Management Console User's Guide

Using the HPE 3PAR CLI to configure and administer
storage systems

HPE 3PAR Command Line Interface
Administrator’s Manual

CLI commands

HPE 3PAR Command Line Interface Reference

Analyzing system performance

HPE 3PAR System Reporter Software User's
Guide

Installing and maintaining the Host Explorer agent in
order to manage host configuration and connectivity
information

HPE 3PAR Host Explorer User’s Guide

Creating applications compliant with the Common
Information Model (CIM) to manage 3PAR storage
systems

HPE 3PAR CIM API Programming Reference

Migrating data from one 3PAR storage system to
another

3PAR-t0-3PAR Storage Peer Motion Guide

Configuring the Secure Service Custodian server in
order to monitor and control 3PAR storage systems

HPE 3PAR Secure Service Custodian
Configuration Utility Reference

Using the CLI to configure and manage HPE 3PAR
Remote Copy

HPE 3PAR Remote Copy Software User’s
Guide
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For information about:

See:

Updating 3PAR operating systems

HPE 3PAR Upgrade Pre-Planning Guide

Identifying storage system components,
troubleshooting information, and detailed alert
information

HPE 3PAR F-Class, T-Class, and StoreServ
10000 Storage Troubleshooting Guide

Installing, configuring, and maintaining the HPE 3PAR

Policy Server

HPE 3PAR Policy Server Installation and Setup
Guide

HPE 3PAR Policy Server Administration Guide

Planning for HPE 3PAR storage system setup

Hardware specifications, installation considerations, power requirements, networking options, and

cabling information for 3PAR storage systems

HPE 3PAR 7200, 7400, 7450, and 8000 storage
systems

HPE 3PAR StoreServ 7000 Storage Site
Planning Manual

HPE 3PAR StoreServ 7450 Storage Site
Planning Manual

HPE 3PAR StoreServ 8000 Storage Site
Planning Manual

HPE 3PAR 10000 and 20000 storage systems

HPE 3PAR StoreServ 10000 Storage Physical
Planning Manual

HPE 3PAR StoreServ 10000 Storage Third-
Party Rack Physical Planning Manual

HPE 3PAR Storeserv 20000 Storage Site
Planning Manual

Installing and maintaining HPE 3PAR 7200, 7400, and 7450 storage systems

Installing 7200, 7400, and 7450 storage systems and

initializing the Service Processor

HPE 3PAR StoreServ 7000 Storage Installation
Guide

HPE 3PAR StoreServ 7450 Storage Installation
Guide

HPE 3PAR StoreServ 7000 Storage SmartStart
Software User’s Guide

Maintaining, servicing, and upgrading 7200, 7400, and

7450 storage systems

HPE 3PAR StoreServ 7000 Storage Service
Guide

HPE 3PAR StoreServ 7450 Storage Service
Guide

Troubleshooting 7200, 7400, and 7450 storage
systems

HPE 3PAR StoreServ 7000 Storage
Troubleshooting Guide

HPE 3PAR StoreServ 7450 Storage
Troubleshooting Guide

Table Continued
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For information about: See:

Maintaining the Service Processor HPE 3PAR Service Processor Software User
Guide

HPE 3PAR Service Processor Onsite Customer
Care (SPOCC) User's Guide

HPE 3PAR host application solutions

Backing up Oracle databases and using backups for = HPE 3PAR Recovery Manager Software for
disaster recovery Oracle User's Guide

Backing up Exchange databases and using backups = HPE 3PAR Recovery Manager Software for
for disaster recovery Microsoft Exchange 2007 and 2010 User's
Guide

Backing up SQL databases and using backups for HPE 3PAR Recovery Manager Software for
disaster recovery Microsoft SQL Server User’s Guide

Backing up VMware databases and using backups for HPE 3PAR Management Plug-in and Recovery

disaster recovery Manager Software for VMware vSphere User's
Guide

Installing and using the HPE 3PAR VSS (Volume HPE 3PAR VSS Provider Software for Microsoft

Shadow Copy Service) Provider software for Microsoft Windows User's Guide

Windows

Best practices for setting up the Storage Replication HPE 3PAR Storage Replication Adapter for
Adapter for VMware vCenter VMware vCenter Site Recovery Manager
Implementation Guide

Troubleshooting the Storage Replication Adapter for  HPE 3PAR Storage Replication Adapter for
VMware vCenter Site Recovery Manager VMware vCenter Site Recovery Manager
Troubleshooting Guide

Installing and using vSphere Storage APIs for Array HPE 3PAR VAAI Plug-in Software for VMware
Integration (VAAI) plug-in software for VMware vSphere User's Guide
vSphere

HPE StoreVirtual documentation

For detailed instructions about using StoreVirtual Storage, see the following resources:
» StoreVirtual Storage Online Help —Click Help > Help Topics from the menu bar to open the online
help. Context-sensitive help is available by clicking the question mark on any screen.

» StoreVirtual Storage User Guide —Provides complete instructions for configuring and managing
storage systems and clustered storage volumes.

* HPE StoreVirtual Storage VSA Installation and Configuration Guide —Provides instructions for
planning and installing the VSA and getting started with the Centralized Management Console.

» HPE StoreVirtual Storage Remote Copy User Guide —Provides information about configuring and
using asynchronous replication of storage volumes and snapshots across geographic distances.
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» HPE StoreVirtual Storage Multi-Site Configuration Guide —Provides instructions for designing and
implementing the Multi-Site SAN features to synchronously and automatically mirror data between
geographic sites.

» HPE StoreVirtual Storage Release Notes —Provides the latest information about the product.
The latest versions of these documents, including localized versions are available at:

* Hewlett Packard Enterprise Support Center: http://www.hpe.com/support/StoreVirtualManuals

+ Storage Information Library: http://www.hpe.com/info/storage/docs

HPE 3PAR branding information

» The server previously referred to as the "InServ" is now referred to as the "HPE 3PAR StoreServ
Storage system."

» The operating system previously referred to as the "InForm OS" is now referred to as the "HPE 3PAR
os."

» The user interface previously referred to as the "InForm Management Console (IMC)" is now referred
to as the "HPE 3PAR Management Console."

» All products previously referred to as “3PAR” products are now referred to as "HPE 3PAR" products.

Websites

Website Link

Hewlett Packard Enterprise Information Library www.hpe.com/info/enterprise/docs

Hewlett Packard Enterprise Support Center www.hpe.com/support/hpesc

Contact Hewlett Packard Enterprise Worldwide www.hpe.com/assistance

Subscription Service/Support Alerts www.hpe.com/support/e-updates

Software Depot www.hpe.com/support/softwaredepot
Customer Self Repair www.hpe.com/support/selfrepair

Insight Remote Support www.hpe.com/infol/insightremotesupport/docs
Serviceguard Solutions for HP-UX www.hpe.com/info/hpux-serviceguard-docs

Single Point of Connectivity Knowledge (SPOCK) ~Www.hpe.com/storage/spock
Storage compatibility matrix

Storage white papers and analyst reports www.hpe.com/storage/whitepapers

Customer self repair

Hewlett Packard Enterprise customer self repair (CSR) programs allow you to repair your product. If a
CSR part needs to be replaced, it will be shipped directly to you so that you can install it at your
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convenience. Some parts do not qualify for CSR. Your Hewlett Packard Enterprise authorized service
provider will determine whether a repair can be accomplished by CSR.

For more information about CSR, contact your local service provider or go to the CSR website:

www.hpe.com/support/selfrepair

Remote support

Remote support is available with supported devices as part of your warranty or contractual support
agreement. It provides intelligent event diagnosis, and automatic, secure submission of hardware event
notifications to Hewlett Packard Enterprise, which will initiate a fast and accurate resolution based on your
product’s service level. Hewlett Packard Enterprise strongly recommends that you register your device for
remote support.

For more information and device support details, go to the following website:

www.hpe.com/info/insightremotesupport/docs

Documentation feedback

Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help us
improve the documentation, send any errors, suggestions, or comments to Documentation Feedback
(docsfeedback@hpe.com). When submitting your feedback, include the document title, part number,
edition, and publication date located on the front cover of the document. For online help content, include
the product name, product version, help edition, and publication date located on the legal notices page.
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Uninstalling HPE Storage Plug-in for VMware
vRealize Operations

Procedure

1. Log in to the vRealize Operations Manager user interface as an administrator.

2. In the left pane of the vRealize Operations Manager, click on the Administration icon, and then click

Solutions.

3. On the Solutions tab, click on HPE Storage Plug-in for VMware vRealize Operations solution.

4. Click on the Uninstall solution icon.

vm vRealize Operations Manager Home

Administration

< BACK w &

Solutions

Policies
Access
Configuration
Management
History

Support

Solutions

&+ & E Show: All Solutions

Name Uninstall solution Description

) VMware vSphere Manages vSph...
H VMware vSAN Manages and D..
& VMware vRealize Log Insight Management P..

&3 VMware vRealize Business for Cloud Management P
B VMware vRealize Automation Manages vReali...

B Operating Systems / Remote Service The End Point..

Version

6.0.6163027

2.0.0.6162704

6.0.6162721

6.0.6162772

3.0.6162694

1.0.6028692

= HPE Storage Plug-in for VMware vR¢ Manages HPE.  3.3.0.22
Configured Adapter Instances Content

coor

Adapter Type Adapter Instance Name Credential name

HPE Storage Adapter 247 3
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VMware Inc.

WhMware Inc.

VMware Inc.

VMware Inc.

VMware Inc.

VMware Inc.

Collector
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Licensing

Not applicable

Mot applicable

Mot applicable

Not applicable

Not applicable

Mot applicable

Not applicable

Collection State

& Collecting

& Collecting

Adapter Status
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Mene Configured

Mone Configured

Nene Configured

None Configured

Mone Configured

») Data receiving (2)

Collection Status

© Data receiving
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vm vRealize Operations Manager

Environment

Administration

BACK v |«

Solutions
Policies

Access
Configuration
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History

Support

Solutions

Show: All Solutions b
Name Description
JVMWare vSphere Manages vSphere objects such..
H VMware vSAN Manages and Discovers vSAN...

fill VMware vRealize Log Insight ~ Management Pack for VMware...
& vMware vRealize Business for 1 Management Pack for VMware

B VMware vRealize Automation Manages vRealize Automation

Configured Adapter Instances Content

=]
Adapter Type Adapter Instance Name Credential name
vCenter Adapter Manage

Uninstalling solution HPE StoreFront Analytics

Version

6.0.8183622

2.0.0.8183627

6.0.8183621

6.0.7962514

408183624

Collector

Provided by

VMware Inc

VMware Inc.

VMware Inc.

VMware Inc

VMware Inc

vRealize Operations

Licensing

Not applicable
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Mot applicable

Not applicable
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Collection State
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Adapter Status
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Collection Status <l
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~

Figure 24: Uninstalling HPE Storage plug-in from VMware vRealize Operations Manager
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